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IN THE CIRCUIT COURT OF THE ELEVENTH JUDICIAL CIRCUIT
IN AND FOR MIAMI-DADE COUNTY, FLORIDA

STATE OF FLORIDA )
) S8
COUNTY OF MIAMI-DADE)

AFFIDAVIT FOR SEARCH WARRANT

T _—
Befote me,7 Zw‘ﬂ 3 _Jl /Zﬁ’ bo | L a Judge of the Circuit Court of the

[ )
Eleventh Judiciat Circuit of Florida, personally appeared Detective Ricardo Arias, badge # 02~

589 of the Miami Beach Police Department, who being by me first duly sworn deposes and says

that he has probable cause to believe and does believe that evidence of a crime is located at the

below described premiscs, an out-of-state corporation located in Sunayvate, California, that

provides eleciranic communication services of remote computing services in the State of Florida,

and has a registered agent in Broward County, Florida, and hereinafter referred to as “The

Premises.”

DESCRIPTION OF PREMISES TO BE SEARCHED

Yahoo!
as Registered Agent in the State of Florida

1200 8 Pine Island Rd
Plantation, FL 33324
FAX 408-349-7941

STATUTE(S) BEING VIOLATED

F.S. 784.048(2) Stalking

PROPERTY SQUGHT

Your Affiant secks to seize the below-described evidence pursuant to Florida Statute §
92.605 which compels out-of-state electronic communication service or remote computing

service providers doing business in the State of Florida to provide information requested

pursuant 1o seath warrants. court orders or subpoenas issued in the State of Florida:
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1. All stored electronic and/or wire communications or {iles for user account identified as
itsjusume24680@yahoo.com, including any attachments and any other files associated
with the account, that relate to contact belween itsjustme24680@lyahoo.com and victm
Marlene Fernandez-Karavetsos including any emails, SMS or instant messages  and
including messages sent to the victim'’s cell phone number

2. All transactional data of user account identified as itsjustme24680/yahoo.com including
but not limited 10 log files, methods of connection, ports, IP addresses, and dates and
times of connection,

3. All subscriber information for user account identified as itsjustme24680@yahoo.com
including but not limited o subscriber’s name, address, billing records, method of

payment, alteriatc email addresses, and telephone numbers.

The items detziled in paragraphs one (1) through three (3) above are hereinafier referred fo as
“The Property.”

GROUNDS FOR ISSUANCE,

Evidence relevant to proving a crime has been committed is contained therein. The facts
establishing the grounds for this affidavit and the probable cause for believing that such facts
exist are detailed below. Because this affidavil is being submitted for a limited purpose of
establishing probable cause, your affiant has not included every aspect, fact, or detail of this

investigation.

PROBABLE CAUSE AND THE SPECIFIC FACTS OF THIS INVESTIGATION

Your Affiant, Detective Ricardo Arias, is a detective with the Miami Beach Police
Dcpartment.  Your affiant is currently assigmed to the Economic Crimes Unit and is detached ta
the United States Secret Service, Miami Electronic Crimes Task Force. Your Affiant has heen
cmployed by the Miami Beach Police Department for fifteen (15) years, and hc has been a

detective for eleven (11) years.

On 08/19/11. Your Affiant was contacted by Assistant United States Attorney (ALSA)
Marlene Fernandez-Karavetsos of the Miami-Dade United States Attorney’s Office - General

Litigation Section. AUSA Fernandez-Karavelsos stated that she was receiving hatassing
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messages on her phone from the user name “itsjustme24680." She stated that she attempted to

bleck the user name but was unsuccesslul. The victim has maintained all text messages since

08/05/11.

Victim Fernandez-Karavetsos e-mailed your Affiant screenshots taken [rom her iphone
lor messages seni o her on 08/05/2011, 8/13/2011, B/17/11, 8/18/11, 9/8/11, 9/13/11, 9/23/11,
9/27/11. The victim’s phone indicated that the messages came from ftelephone phone mumber
1110440601, Special Agent Ponzi spoke 1o Pam Taylor at AT&T investigations who stated that
F110440601 is a “spoofed” telephone number. Telephone number “spoofing™ is the practice of
causing the telephone network to display a number on the recipient's Caller ID display that is not
that of the actual originating station. Research by your afflant found that the Yahoo messaging
service displays the telephone number 1110440601 when the messaging service sends text

miessages to cell phones from Yahoo messaging aceounts.

The messaging conversation from “itsjustme24680™ began as follows:

Touch to retum to ¢all 08:59

mama? ;)

friow o Fnowryou?

'itsjustmezdﬁao: Hi... sorry
| missad you.,, what's up?

“itsjustme24680: yeu don't
remearber?
e e o

@ _ eme

Within the above screenshot, the lext messages aligned to the Ieft came from the Yahoo
messaging service account “itsjustme246807 from the number (110440601, The riessages

aligned to the right are responses from the vietim. The above scrcenshot indicates that

, N /."} - ( . i , .3:-)
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5 : 2 . The
~itsjusTmMe24680" sent messages on August 5. 2011, August 15, 2011 and August 17, 2011

conversation continued and the vietim told the suspect to stop messaging her. The messages are

as follows;

"itsjustmeR46a0: Good
_maorning!

Lioave

g itﬁjustm;&_-z:lggﬁ-: isthata
way 1o treat a friend? lot

) &S;ustméz-‘ti@ﬂ. ow's
motherhood? -

. i)t;msrmezgésdt“g;taﬁg -
any sleep? i

nswstme.MBBU Géergne ‘
dotrg well?

On August 18, 2011 the victim again asked the suspect o slop messaging her.

any sléep?

Itsjustme24680: Georgie |
doing well?

itsjtistme24680:
© corsidering we're both
married parents, probably
best | not answer that at
_ this point...

On September 8, 2011, September 13, 2011, Scﬁtember 23. 2011 and September 27,
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P T > U1 ALkl B o 1
Oll. the » SPoCl dpiihiil Sl unsoliciied o CHSAECS 10 the victim. On e weh occasion the ViCiim d d
-

not reply. The messages are as follows:

Hsjustme24680:
consideting we're both
matrizd parents, probably ;
hest | not answer that at
this point,lL o

rts;ustr_n_a:i_’45éd rMarlene?‘ .

. its}hs.tnﬁ;zéléw: good
MOrMING, Sexxxy. :

itsjustmo246a0:

Ty

On 08/29/11, 4 State subpoena was sent by Det. Arias 1o Yahoo regarding the screen
name "isjustme24680." On 09/14/1 1, the Miami Beach Police Departruent received y subpoena
response from Yahoo which documented that the Yahoo login name “itsjustme24680™ wag
created on 10/21/2009 and is regisiered to the fictilious name “Mr. Just Me." Records indicated
that the account was accessed by the internet protocol  addresses 108.120.121.132;
216.189.161.234: and 72.28.138.57. An Interner Prorocol address, commonly referred to s an
1P address, is used for routing data to a specific fina] destination, whether it be in the form of an
email or a virtaal visit 1o 3 web page on the World Wide Web. Therefore, IP addresses are
analogous to street addresses in the way they are used in conjunction with the detivery of poista]
mail o houses and buildings, and s telephone  numbers are used to deljver voice
conumunications to telephones, 1p addresses are Written as a series of four 8-bit numbers, written
in decimal and Separated by periods, in the following format: XXX.XXX.XXX,XXX‘ where
XXX represents a number from 000 1o 255, Identification of the p address assigned to g
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e i ety 5 GentiFeation of the physical location of the
compuler or electronic device associated with the communication.

A database search for [ addresses 216.189.161.234 and 72.28.138.57 showed that they
arc assigned to Internet Service Provider Atlantic Breadband. A database search for 1P address

108.120.121.152 showed that it is assigned fo Sprint/Nextel,

On 09/20/11, the Miami Beach Police Department received a subpoena response from
Atlanta Broadband. The subpoena response showed that the TP addresses 216.189.161.234 and
72.28.138.57 were assigned 1o suspect Richard Sleinberg during the relevant period, with his
subscriber address listed as 900 Bay Dr, Apt 304, Miami Beach, FL.

On 09/28/11. A Driver and Vehicie Information Database (DAVID) query for Richard
Steinberg showed an address of 900 Bay Drive. apt 504, Miami Beach, F1.. The database also
provided Driver’s License number— An open source search for Richard
Steinberg showed that he worked as an attorney at the Senator Law Center located at 767 Arthur
Godfrey Road, Miami Beach, FL. SA Greg Ponz of the U.S. Secret Service and Detective Rick
Arias and Sgt Millie Doyle of the Miami Beach Police Department met with victim Mariene
Fernandez-Karavetsos and her husband George Karavelsos. The vietim confirined that she
knows the subject in a professional non-intimate way. The victim indicated thal the messages

have caused her substantial emotional distress and serve no lepitimate purpose.

On 09/29/11, Det. Rick Arias submitied a State Subpocra to Sprint/Nextel for 1P address
108.120.121.152.

On 10/07/11, Victim Fernandez-Karavetsos provided another screen shot pictare from
her phone which showed that “itsiustme24680™ had sent another unsolicited message on

10/07/11. The message read as follows:

"

' n"a ; / R
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its;ust.meMBSO: good
_marning. Sexxxy. Do

/llsiuétﬁ'weé!ieBD: H'ave a
great weekendl!!

“siustre24680: ok... take
- care mama

Or 10/11/11, The Miami Beach police Department received a subpoena response from
Sprint Nextel-Corporate Security. The subpoena showed that IP address 108.120,121.152 was
assigned to Richard Steinberg during the petiod that messages were sent to the victim, The
subpoena response provided Driver's License numbcr— phone numher-

— and account billing address of 767 Arthur Godfrey Road, Miami Beach, FL. the
business address ol the suspect,

Your Attiant has contacted Yahoo where Mr. Steinberg's email aceount is held. A

preservation letter was sent 1o Yahoo requesting it retains the email messages for this account for
90 days.

Your Affiant seeks permission of the Court to compel Yahoo to provide *The Property™,

which is in its possession as it is cvidence of a crime committed within the State of Florids.

WHEREFORE, your Affiant prays that a Search Warrant be issued commanding the staff

of Yahoo!, an out-of-state company providing electronic communications within the State of
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Fioriga, o provide “The Propern™ 16 the

Miami Beach Police Department or any of its duly
sworn officers within twenty (20) day

s of service of the warrant sought herein,

AFFIAN, n

Ricardo Arias, # 02-589
Miami Beach Police Department

o

SWORN TO AND SUBSCRIBED BEFORE ME THIS THE . _ DAY OF January, 2012.

i . -f:ﬁ;/ s ' - /

JUDGE OF THE CIRCUFT COURT QOF THE
ELEVENTH JURICIAL CIRCUIT OF FLORIDA

T S
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